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[CLAIMS] 

1 . A transmitter connected to a local network connectable 
with only a specific terminal for transmitting encrypted data 
to a receiver, characterized in that said transmitter having: 

a transmission section for transmitting the encrypted data 
to said receiver; 

a discrimination section for discriminating whether or 
not said receiver is connected to said local network; and 

an authentication/key exchange section for performing an 
authentication/key exchange with said receiver only when the 
discrimination section discriminates that the receiver is 
connected to said local network. 

2. A transmitter according to claim 1 , characterized in 
that said authentication/key exchange section refuses an 
authentication/key exchange request from said receiver when the 

" ~di"s~cr "iminat "ion" section ~di~s cr imina ;t'e~s~ that s'a i~d~r e'ceive'r " is not" " 
connected to said local network. 

3. A transmitter according to claim 1, characterized in 
that said discrimination section includes a means of detecting 
whether or not both said transmitter and receiver reside at an 
identical address assigned to said local network. 



4. A transmitter according to claim 3, characterized in 
that said detection means includes a means of collating whether 
or not the subnet ID of a packet sent from said receiver is 
coincident with the subnet ID of said transmitter. 

5. A transmitter according to claim 1, characterized in 
that said discrimination section includes a means of detecting 
whether or not both said transmitter and receiver reside within 
an identical local scope by the use of the scope field of a packet 
sent from said receiver. 

6 . A transmitter according to claim 4 or 5 , characterized 
in that the packet sent from said receiver is a packet comprising 
a data transmission request or an authentication/key exchange 
request for said transmitter from said receiver. 

7 . A transmission method for transmitting encrypted data 
f rom a transmitter "connected" to a'locaT network connectable wi'tfi 
only a specific terminal to a receiver, characterized in that 
said transmission method including the processes of: 

receiving a data transmission request from said receiver; 
transmitting encrypted data to said receiver on the basis 
of said data transmission request; 

receiving an authentication request from said receiver; 



discriminating whether or not said receiver is connected 
to said local network; and 

performing an authentication/key exchange with said 
receiver only when the discrimination section discriminates 
that said receiver is connected to said local network. 

8. A transmission method according to claim 7, 
characterized in that said discrimination process includes a 
step of detecting whether or not said receiver resides at an 
address assigned to said local network. 

9. A transmission method according to claim 7 , 
characterized in that said discrimination process includes a 
step of detecting whether or not said receiver resides within 
an identical local scope as the transmitter. 

10. A transmission method according to claim 7, 
characterized in that said method further includes a process 
"of "trahsmittTng an" authentic 

to said receiver only when the discrimination section 
discriminates that said receiver is not connected to said local 
network after said discrimination process. 
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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a transmitter 
that can transmit literary works to a receiver while 
taking the copyright protection into account by 
performing authentication/ key exchange only with the 
receiver in existence on a local network and to provide 
its transmission method. 

SOLUTION: The transmitter 10 is connected to the local 
network 12. This transmitter 10 consists of a 
transmission section 24 that transmits encrypted data 
including literary works such as movies and music data 
to a receiver 18a, a local communication discrimination 
section 22 that discriminates whether or not the 
receiver 18a is connected to the local network 12, and 
an authentication/key exchange section 20 that 
performs authentication/key exchange with the receiver 
18a only when the discrimination section 22 
discriminates that the receiver 18a is connected to the 
local network 12. 
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